
Reliance acsn – Ukraine Crisis Update
Strategic Assessment
The war in Ukraine has entered its seventh week. Attention is now focused on the east of Ukraine and 
the disputed regions of Donetsk and Luhansk where the Russian military is concentrating its forces for 
what is anticipated to be a major and possibly defining offensive. The Russians have a new commander 
versed in counter insurgency. They will have learnt lessons from the failed campaign to take Kyiv. They 
will have shorter supply lines. Much, however, will depend on the quality of the troops Russia puts into 
battle and the amount of military aid Ukraine receives from the West. 
The extent of Russian cyber operations against Ukraine is becoming more apparent. ESET in 
collaboration with CERT-UA reported an attempted attack against Ukrainian CNI targeting the electricity 
supply. The attack used an upgraded version of the Industroyer malware and is attributed to the Russian 
Military Intelligence (GRU) team codenamed SANDWORM which was responsible for 
NotPetya. Separately in its recent Quarterly Adversarial Threat Report Meta recorded Russian and 
Belarus attempts to set up proxy accounts on Facebook to spread disinformation, including an attempt 
to foment demonstrations against the Polish government, in order to undermine its support for Ukraine; 
as well as activity by Ghostwriter, an APT linked to the Russian and Belarus intelligence services, targeted 
against Ukrainian military personnel to spread disinformation designed to undermine morale and 
possibly to identify individuals for Russian death lists. It has not been one-way traffic, with reports that 
Ukrainian military intelligence has carried out cyberattacks against Gazprom’s SCADA system, resulting 
in physical damage to pipelines in Russia.
The Kremlin’s almost total control of information within Russia has led to continuing support for the 
invasion amongst the vast majority of its citizens. This is likely to continue for the immediate future 
although the Kremlin’s narrative will come under increasing strain as the extent of Russian casualties 
becomes more evident to the population.
Military experts believe the next few weeks will prove crucial. If Putin can declare some form of victory in 
time for the Victory Day Parade in Red Square on 9 May, this will consolidate his position. If, however, 
the Ukrainian military inflicts significant damage on Russian forces to disrupt their advance, the Kremlin 
may feel obliged to escalate its offensive across all domains, including cyberspace, which may have 
implications for businesses in the West.
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Tactical Updates
1. Russian hacker group Sandworm has attacked Ukrainian electrical sub stations with a new variant of the 

Industroyer malware. The initial access vector is still unknown, however the evidence of the intrusions 
suggests that Sandworm operators had access since February 2022. Windows, Linux and Solaris host were 
attacked and wiped.  Malware was deployed using a multi-stage toolkit across the Windows Active Directory 
(AD) and Linux environments. The adversary relied on SSH tunnelling and IMPACKET for lateral movement. A 
heavy use of scheduled tasks and cron jobs was also observed for executing payloads.

2. Cybercriminals are taking advantage of the Ukrainian crisis by registering typosquatting and phishing domains 
imitating legitimate charities. At least 12 major charities have been observed being imitated, for example the 
Army SOS, Come Back Alive or CARE Ukraine Crisis Fund. We expect that threat actors will continue to take 
advantage of the current situation. With the increased popularity of cryptocurrency usage, cybercriminals will 
take advantage of blending in links and QR codes of wallets under their control.

3. New Malware Framework dubbed “Elephant” has been observed delivered via spearphishing emails targeting 
Ukrainian organizations. The goal of the framework is to steal credentials, documents and to provide remote 
access. Elephant is composed of 4 malware components, 2 of which are tracked as ‘GraphSteel’ and 
‘GrimPlant’. The emails come from a spoofed email address belonging to the Mykolayiv Regional 
Phytosanitary Laboratory (@mdfo[.]gov.ua).

NCSC Recommendation Corresponding Reliance acsn Service

Check your system patching Internal and External Penetration Testing

Verify access controls Internal Penetration Testing/ PAM

Ensure defences are working Internal Penetration Testing/ PAM

Logging and monitoring Managed Detection and Response

Review your backups Assurance Services

Incident plan Assurance & Incident Response

Check your internet footprint Penetration Testing

Phishing response Penetration Testing

Third party access Penetration Testing/ Assurance/ PAM

Brief your wider organisation Assurance & vCISO
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