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Two months into the war, Russian forces continue to build up in the east and the fight for the 
Donbas is underway. The weekend marked the Orthodox Easter but despite this being the 
holiest celebration in the Orthodox calendars, there was no let-up in Russian attacks against 
civilian targets. Mariupol continues to resist despite President Putin’s claims to the contrary, 
forcing the Russian military to commit troops. According to the Ukrainian Ministry of Defence, 
Russia suffered significant losses over the weekend while carrying out operations probing the 
Ukrainian front, including the destruction of a command post killing a further two generals and 
their staff. These claims have yet to be verified independently. Western governments continue 
to supply military and economic aid to Ukraine, including delivery of sophisticated artillery and 
counter-battery radar from the US and Canada and main battle tanks from Poland and the 
Czech Republic. Russia has responded by targeting missile attacks against Lviv and Odesa 
which they claim were aimed at supply nodes, although civilian buildings have been hit.
The Russian Intelligence Services are likely to be continuing their activities in cyber space 
against Ukrainian infrastructure, focusing specifically on command and control and CNI. A 
number of explosions took place in Russia at facilities connected to defence and fuel depots 
close to the border, but it remains unclear why these occurred and whether they are connected 
to the war.
The next few weeks remain critical as Russian forces prepare for an assault on Ukrainian 
positions in the east of the country. Military experts maintain that General Aleksadnr
Dvornikov, the commanding general, has had little time to rebuild the forces that were mauled 
in northern Ukraine and are now being repositioned in the east. A challenge for Dvornikov will 
be to manage Putin’s expectations and push back against a premature assault with ill-prepared 
troops. Should Russian forces suffer a significant setback, the Kremlin will be under pressure to 
respond with greater aggression.
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Tactical Updates

1. The Urainian government organizations have been reported being targeted by 

‘IcedID’ or ‘BokBot’ banking trojan that is designed to steal banking and financial 

information. The infection chain starts with a phishing email containing a malicious 

document, an Excel spreadsheet called “Mobilisation Register.xls”. Once the victim 

opens the malicious document, macros will execute and run a GzipLoader

malware which then runs the IcedID malware. This activity is tracked under threat 

group indicator “UAC-0097”. Another variant of the phishing campaign features 

image attachments titled “Content-Location” which redirect to a remote server 

hosting a piece of JavaScript code that activates an exploit for a Zimbra cross-site 

scripting (XSS) vulnerability, tracked as “CVE-2018-6882”.The campaign uses the 

malicious JavaScript to forward victims’ emails to the adversary’s email address for 

further exploitation. The campaign is related to a new threat group, tracked as 

“UAC-0097”.
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Check your system patching Internal and External Penetration Testing

Verify access controls Internal Penetration Testing/ PAM

Ensure defences are working Internal Penetration Testing/ PAM

Logging and monitoring Managed Detection and Response

Review your backups Assurance Services

Incident plan Assurance & Incident Response

Check your internet footprint Penetration Testing

Phishing response Penetration Testing

Third party access Penetration Testing/ Assurance/ PAM

Brief your wider organisation Assurance & vCISO
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